Orderly Communication in the Ambient Calculus

January 29, 2002

Torben Amtoft Assaf J. Kfoury Santiago M. Pericas-Geertsen
Boston University Boston University Boston University
www.cs.bu.edu/associates/tamtoft www.cs.bu.edu/ " kfoury cs-people.bu.edu/santiago
Abstract

The Ambient Calculus (henceforth, AC) was developed by Cardelli and Gordon as a formal framework to
study issues of mobility and migrant code [9]. We present a type system for AC that allows the type of exchanged
data within the same ambient to vary over time. Our type system assigns what we call behaviors to processes; a
denotational semantics of behaviors is proposed, here called trace semantics, underlying much of the remaining
analysis. We state and prove a Subject Reduction property for our typed version of AC. Based on techniques
borrowed from finite automata theory, type checking of fully type-annotated processes is shown to be decidable.
We show that the typed version of AC originally proposed by Cardelli and Gordon [10] can be naturally embedded
into our typed version of AC.

1 Introduction

1.1 Background and Motivation

Current technology in computer networking makes it possible to view computers as parts of a global com-
putation platform, sharing their software and data resources. The possibility of sharing resources across a
wide-area network has given rise to a new paradigm, the mobile computation paradigm, combining aspects
of concurrent and distributed programming. Programmers are given the means to create and deploy mobile
agents, which can move across the network and use local resources of the sites they visit.

One purpose for designing a type system for a programming language is to provide programmers with
various safety and security guarantees. A safe program means a program that does not corrupt the run-
time system, whereby its execution produces behavior and results conforming to its intended semantics; in
particular, safety is assurance against accidental mismatch of operators and operands. Safety is arguably a
precondition for security, which deals with a broader range of issues related to secrecy, integrity and preven-
tion of malevolent attacks. A program that conforms to its intended semantics can be further required to
satisfy more stringent security requirements against external threats. Type systems have been shown to be
powerful means to eliminate safety breaches and security bugs proactively before they do any damage.

Our long-time interest is the design and implementation of a strongly-typed language for mobile com-
putation. The starting point of our investigation is the Ambient Calculus (henceforth, AC) of Cardelli and
Gordon [9]. AC is one of several foundational calculi that have been proposed in the literature for the study
of mobile computation (see, among others, [12], [17, 18], [19], [21]). Type systems for each of these cal-
culi have also been proposed to enforce various safety and security properties. Our choice of AC is partly
motivated by its concise formulation, and the relative simplicity and elegance of the type systems devised
for it by Cardelli, Ghelli, and Gordon.



The type system we propose in this paper for AC can be viewed as an extension of Cardelli’s and Gordon’s
original type system for AC and some of its later modifications (see [10, 7, 8]), obtained by incorporating
a mechanism to enforce “safe communication between ambients” (in a sense to be made precise). Our idea
is that an ambient should not be forced to enclose a single type of communication during the whole of its
lifetime. Instead, from our perspective, the type of exchanged messages inside an ambient (what Cardelli
and Gordon have aptly called the ambient’s “topic of conversation”) is allowed to change over time; this time-
dependent nature of an ambient’s topic of conversation is recorded by a notion of “behavior” (the syntax of
which is defined simultaneously with types), and the interpretation of a behavior is a set of “traces”. Precise
definitions of these notions are in the rest of the paper.

Here is a small example to explain our idea a little more. That the type of exchanged data can safely
change over time, as the computation proceeds inside an ambient, is illustrated by the following process:

m[(7) | (x).open n.(x = 42) | n[ (y).P]]

where the type of the equality test “z = 42” is bool. Initially, the topic of conversation in the ambient m is
int. After the output (7) is received by the input variable z, we obtain the process:

m[ open n.(7=42) | n[ (y).P]]
at which point the ambient n is opened, resulting in the process

m[(7=42) | (y).P]

and now the topic of conversation in the ambient m becomes bool. Assuming that the unspecified process
(y).P can be executed safely whenever it inputs a boolean value, the execution of the entire process enclosed
in the ambient m can proceed safely. What takes place in the ambient m is a case of what we call orderly
communication'. By contrast, in the original type system proposed by Cardelli and Gordon [10] and in its
later variations, the topic of conversation in an ambient remains fixed throughout its lifetime.

Returning to the question of safety versus security, we note that orderly communication as formulated in
the present paper is limited to certify the safe behavior of a wider class of processes. It does not yet address
security issues as normally understood, which are chiefly about protection against external willful threats.
This will require further extensions of our type system, in future work [1], where the behavior of a process
(in the precise technical sense of this paper) will be an annotation that also keeps track of movements of
ambients.

1.2 Contribution of Our Research

We denote by ACx our typed version of the Ambient Calculus. In summary our main accomplishments in the
present paper are:

e We design a type system for ACx where exchanged messages are assigned types and processes are
assigned what we call behaviors. Behaviors are intended to model our notion of orderly communication
between mobile ambients.

e We develop a staightforward and easy-to-understand denotational semantics of behaviors, which we
call their trace semantics. Behavior equivalence and behavior subsumption are defined relative to this
trace semantics?.

IWe thank Benjamin Pierce for suggesting the apt expression “orderly communication”.

2We are knowingly overloading words that are extensively used, not always with the same meaning, in the literature on concurrency.
Such are the words “behavior” and “trace”. Although our use is still different (alas!), these words are also suggestive and appropriately
describe the formal notions they refer to in our work.



e Behavior subsumption is shown to be a decidable relation. The deterministic time-complexity of our
decision procedure is at least exponential®.

The proof of this last result is of independent interest; it is an adaptation of techniques from finite automata
theory where, by contrast, decision procedures typically have low-degree polynomial time complexities.

e Using the trace semantics of behaviors, we prove that our typed calculus ACx satisfies a Subject Reduc-
tion property.

e Employing the decidability of behavior subsumption, we show that type-checking is decidable for fully
type-annotated terms of ACx. The deterministic time-complexity of the decision procedure is at least
exponential in the worst-case.

The more difficult problem of type-inference for (un-annotated) terms of ACx is left for future work.

e There is a natural embedding of the typed version of AC originally proposed by Cardelli and Gor-
don [10] into our typed calculus ACx, in the sense that every process typable in the former is easily
translated into a process typable in our system (but not the other way around).

Orderly communication bears a strong resemblance to what has been called “session types” in the x-
calculus [13]. Leaving aside differences between the underlying calculi, orderly communication and session
types are both motivated by the need to keep track of the order in which communication events take place.
There are nevertheless important differences between the two, which are discussed further in Sect. 8.3.

Orderly communication can also be viewed as a way of polymorphically typing ambients, in the sense
that the same ambient is allowed to hold different topics of conversation, consecutively at different times.
A broader view of polymorphically typed ambients, which includes orderly communication as well as other
cases of polymorphism, is considered in our technical report [2] (downloadable from the Church Project web
site at http://types.bu.edu/reports/).

2 Motivating Example

We give a short example to illustrate the expressive power and convenience of orderly communication. The
reader is referred to Example 5.5 for an explanation of how to type this example. The syntax of ambients is
identical to that first proposed by Cardelli and Gordon [9] with the addition of a co-capability “coopen n”,
also employed* in, e.g., [11, 3, 14]. This addition is motivated by the fact that the opening capability is
problematic for developing a precise analysis, as seen by the reduction rule

openn.P|n[Q] — P|Q

which shows that after opening n, the unleashed process ) will be able to communicate with the opening
process P. Therefore we essentially need to split® the work of @ into two parts: what is done before n is
opened (not influencing P), and what is done after n is opened (influencing P). This is facilitated by the
coopen n construct, which enables an ambient to specify exactly at which point of its computation it will
allow itself to be dissolved (cf. (Red Open) in Fig. 2). We shall use n{ P} as an abbreviation, namely

n{P} £ n[ coopenn | P]

for every ambient name n and every process P. Thus, if we write n{P}, we mean that the ambient n is
openable at all times.

3This result in itself is no reason for discomfiture. Hope for efficiency in practice is supported by other similar situations. For example,
ML type-inference shows an extreme disparity between worst-case performance in theory (exponential time) and actual performance
in practice (very fast).

“4General co-capabilities, including also “coin n” and “coout n”, were proposed by Levi and Sangiorgi in [16] and have been used,
e.g., also in [4]. These are irrelevant, however, for the present paper, as our interest is in tracking communication and not in tracking
ambient interferences.

5In [71, where the focus is on tracking ambient movements, the point is made that conservatively assuming that all actions of Q
might take place after n is opened will not allow one to declare immobile an ambient that opens an entering (hence mobile) ambient.



Expressions

MeExp == n]|c|in M |out M |open M | coopen M | €| Mi.M-
Processes
PeProc == O|P|P|!P|(wn:7).P|MP|M[P]|(n1:71,... ,nk:7k).P| (My,... , M) (k=>0)

Figure 1. Syntax of ACx.

EXAMPLE 2.1 (SOURCE ROUTING). A packet enters a router and requests to be routed to a specific desti-
nation. A router reads the destination name (denoted by the string “bu”) and then communicates a path
(a sequence of in and out capabilities) back to the packet. The packet uses this path to route itself to the
destination. Orderly communication is needed since inside the packet there are two topics of conversation:
first strings (the destination “bu”), and next capabilities (the path)®.

router[!route{in packet.(dst).open hop.(lookup-route(dst))}] |
packet[in router.open route.{“bu”) | hop{(z).x}]

Notice that the packet reads and exercises the path by means of its subterm (z).x. Despite its simplicity, the
term (z).x is not typable in the Cardelli-Gordon type system for AC nor, to the best of our knowledge, in
any of the type systems for AC available in the literature. At first, it appears that a type derivation for (x).z
consists of an instance of the rule (Exp n) followed by (Proc Input) [10]. However, this is not the case since
(x).z is a shorthand for (x).2.0. A close examination of the type derivation for (x).2.0 reveals that x requires
a type T such that T' = cap[T7], but no such type exists in the Cardelli-Gordon system. In that system, the
only way to type a process that reads and exercises a capability is by using an extra ambient. Specifically, the
process (z).x must be written as (z).n[x] for some ambient name n. O

3 The Calculus

Figure 1 shows the syntax of our language AC*. A process P € Proc is basically as in [10]: there are
constructs for parallel composition (P; | P-), replication (!P), restriction ((vn : 7).P); and there also are
constructs for input (where the names n; ...n,; must be distinct) and output. Note that communication is
asynchronous, in that an output process has no “continuation”; a communication can thus (cf. the metaphor
in [6]) be viewed as the placement, and subsequent removal, of a Post-It note on a message board. On the
other hand we believe that our development would carry through, with the obvious modifications, for an
extension of ACx in which synchronous communication is allowed.

An expression M € Exp is either a constant ¢ (such as an integer or a boolean), an ambient name n (we
shall also use the letter m), a capability (such as in M or open M), or a path of capabilities. We assume
that the set of constants ranged by c¢ is open-ended. Note that in the binding constructs (vn : 7).P and
(n1:71,...,n% : 7).P, the names being bound are annotated with a type (to be defined in Sect. 4).

The set of names occurring free in P is denoted fn(P); the set of all names occurring in P is denoted
names(P). We say that a process P is non-conflicting with a set of names X if (i) no name is bound more
than once in P, and (ii) a name bound in P does not occur in X. For all P and X, we can clearly find P’ such
that P’ is non-conflicting with X and such that P’ and P are equal modulo consistent renaming of bound
names.

OFor the purpose of this example, we use an extended syntax (cf. Section 3) in which we allow function applications as part of the
syntax of expressions. We assume that the function lookup-route takes a string as input and produces a capability path as output.



Reduction Labels
{ = € no visible communications
|  comm(X(71,...,7k)) a tuple with values of type 71 ... 7, is communicated at top-level

Reduction Rules

In (Red Comm) we demand that (ny : 71,... ,nk : 7%).P is non-conflicting with names(M, ... , My).
nfinm.P | Q] | m[R] — m[n[P| Q]| R] (Red In)
m[nfout m.P | Q] | R] == n[P | Q] | m[R] (Red Out)
open n.P | n[coopen n.Q | R] — P|Q|R (Red Open)
(n1:71,... g 7%).P| (M, ..., M) comm() Pln; := M;] where o = x(11,...,7) (Red Comm)
P = P|IP (Red Repl)
IfP - QthenP|R -5 Q| R (Red Par)
IfP -5 Qthen (vn:7).P - (vn:7).Q (Red Res)
If P - Q then n[P] - n[Q] (Red Amb)
IfP=PP % QQ=0Q then P % @ (Red =)

Figure 2. Operational Semantics.

3.1 Operational Semantics

We now present a small-step semantics for ACx. The relation P; 4, P,, with the interpretation that P;
reduces in one step to P, by performing an action described by the reduction label ¢, is defined as the
least one satisfying the clauses given in Fig. 2. Reducing inside an ambient is given a special treatment in
(Red Amb), where the reduction label “disappears” due to the fact that communications are invisible outside

ambients. Note that P — Q@ does not imply that M.P LM .Q) since M (which has to be a capability)
must be executed before P can be activated.

For the rule (Red =), we employ an auxiliary relation P, = P, denoting that P, and P, are equiva-
lent modulo consistent renaming of bound names (which may be needed to satisfy the side condition in
(Red Comm)) and modulo “syntactic rearrangement”. The relation is given as the least one satisfying the
clauses presented in Fig. 3, and is as in [10] except that, for reasons mentioned in Sect. 6 (the remark after
Lemma 6.5), we omit the rule |P = P |!P and instead allow this “unfolding” to take place via the rule
(Red Repl).

4 Types and Behaviors

The syntax of types (= € Typ) and the syntax of behaviors (b € Beh) are recursively defined in Fig. 4. The
first five behavior constructs capture the intuition that we want to keep track of the relationship (sequential
or parallel) between occurrences of input and output operations. (See Sect. 8.2 for a discussion of how also
to keep track of ambient movements.)

An ambient n has a type of the form amblb], where b can be viewed as an upper estimate of the behavior
of a process “unleashed” by opening n. For example, in the process n[(7) | (z : int).coopen n.{xz = 42)] we
expect n to have type amb[put(bool)], reflecting the fact that when n is opened the expression 7 has already
been communicated—something we would not know if we did not have the explicit occurrence of coopen n,
which we keep track of using the behavior diss.

A capability has a type of the form cap[B] where B is a behavior context, that is, a behavior with a
hole inside. Capabilities are exercised only when they become part of a process. Thus, there is always a



P=P

IfP=QthenQ =P

IfP=Qand Q= RthenP=R

IfP=Qthen (vn:7).P=(wn:71).Q

fP=Qthen P|R=Q|R

If P=Qthen!P=1Q

If P =Q then M[P] = M[Q]

If P = Q then M.P = M.Q

fP=Qthen (n1:71,... ,nm : 7). P=(n1:71,... ,Nm : Tm).Q
PIQ=Q|P

(PIQ)IR=P|(Q|R)

(vn1:m1).(vn2 : 2).P = (vn2 : 72).(vn1 : 11).P if n1 # no
(wn:7)(P|Q)=P|(wn:7).Q ifn & fn(P)
(vn:1).m[P] = m[(vn : 7).P] ifn#m

pPlO=P

(vn:7).0=0

10=0

eP=P

(M.M").P = M.(M'.P)

Struct Refl)
Struct Symm)
Struct Trans)
Struct Res)
Struct Par)
Struct Repl)
Struct Amb)
Struct Action)
Struct Input)
Struct ParComm)

Struct ResRes)
Struct ResPar)
Struct ResAmb)
Struct ZeroPar)
Struct ZeroRes)
Struct ZeroRepl)
Struct €)

Struct .)
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P=Q if P and @ are equal modulo consistent renaming of bound names (Struct a-rename)

Figure 3. Structural Congruence.

continuation that follows the exercise of a capability. The hole inside a capability of type cap[B] is filled by
the behavior of the corresponding continuation as shown by the rule (Proc Action) in Fig 6. For example,
consider a process P = open n.P’ where P’ has behavior ' and n has type amb[b]. When P is executed, P’
will run in parallel with a process of behavior b, so P should be assigned the behavior b | &', which can be
written as (b | )[4’ |. This is why it makes sense to assign open n the capability type cap[b | O]

The first six behavior constructs in Fig. 4 alone, are sufficient to write a type system satisfying a subject
reduction property (Sect. 6), but they do not enable the typing of processes performing an unbounded
number of input or output operations (e.g. !(7)) or the typing of an input name which might receive output
from two sources (e.g., one emitting a capability of type cap[put(int) | O] and the other emitting a capability
of type caplget(int) | 0]). Among many possible options for (approximating) constructs expressing recursion
and choice, in this paper we have settled for a simple one: the construct fromnow(c), which can be thought
of as the “union” of all behaviors composed of put(c) and get(c). As to be demonstrated in Sect. 8.1, this
construct actually makes it possible to embed the type system presented in [10] into our system.

4.1 Trace Semantics of Behaviors

In the subsequent sections we shall define several relations on behaviors, in particular, an ordering relation.
We have taken a semantic rather than an axiomatic approach, in that we associate a set of traces to each
behavior’. This is motivated by the observation that choosing the “right” set of axioms is often a somewhat
ad-hoc exercise. An added advantage of the semantic approach is that in our case it considerably facilitates
type checking, as illustrated by the analysis in Sect. 7.

Definition 4.1 (Traces). A trace tr € Trace is a finite sequence of actions, where an action a € Act is a
behavior that is either put(o), get(o), or diss. We use Tr to range over sets of traces. O

7In fact, it is possible to formulate the type system in terms of traces, as done in [1]. Still, it is convenient to be able to name certain
sets of traces.



Types

T € Typ == bool | int | string | --- type constant
| amb[b] type of ambient name
| cap[B] type of capability

o € Topic = X(71,...,7k) (k>0)

Behaviors

b €Beh:u= ¢ no traceable action
‘ b1.b2 first b1 then ba
| b1 | b2 parallel composition
| put(o) output of tuple with type o
| get(o) input of tuple with type o
| diss ambient dissolution
| fromnow (o) unordered communication of tuple with type o

|- other behaviors according to need,
provided Lemmas 4.2 and 7.5 can still be established

B €BehCont:= [ | bB | Bb | b|B | B|b

When there is no ambiguity, we write 7 for x (7).
Sequential composition “.” binds stronger than parallel composition “ | ”.
B|b] is the behavior resulting from replacing [] with b in B; similarly for the behavior context B| By |.

Figure 4. Syntax of Types and Behaviors.

The semantics [b] of a behavior b belongs to the powerset P(Trace), and is given by

[e] = {e} [diss] = {diss}
[put(o)] = {put(o)} [get(o)] = {get(o)}
[b1.02] = [b1] < [b2] [b1 | b2] = [bu] || [02]
[fromnow(c)] = {tr|Va occurringin tr: a € {put(c), get(o)}}

Here e denotes the empty sequence, ¢r; ¢ try denotes the concatenation of ¢r; and ¢r, which trivially lifts to
sets of traces, and Tr; | Tro denotes all traces that can be formed by arbitrarily interleaving a trace in 7y
with a trace in Tr,. Note that o _and _ || - are both associative operators (and the latter even commutative)
on sets of traces, with {e} as neutral element.

Since a simple structural induction shows that [b] # § for all b, we trivially have

Lemma 4.2. If E+ P : b then [b] # 0. O

EXAMPLE 4.3. Consider the behavior b = put(int) | get(int).(get(bool) | put(bool)). It is easy to see that [b]
consists of the 8 traces depicted below:

put(int) get(int) put(bool) get(bool)
put(int) get(int) get(bool) put(bool)
get(int) put(int) put(bool) get(bool)
get(int) put(int) get(bool) put(bool)



get(int) put(bool) put(int) get(bool)
get(int) get(bool) put(int) put(bool)
get(int) put(bool) get(bool) put(int)
get(int) get(bool) put(bool) put(int)

O

Of the traces listed in the above example, only the first represents a “stand-alone” computation, since
all other traces attempt to read something before it is written. This observation motivates the following
definition:

Definition 4.4 (Comm). A trace ¢r belongs to Comm if ¢r takes the form put(c)get(c’). If in addition it holds
that 0 = o/ we say that tr € WtComm, the set of well-typed communications. O

EXAMPLE 4.5. Looking back on Example 4.3, only the first trace belongs to Comm®, and even to WtComm™.
O

Note that also traces not in Comm™ are of interest, since interleaving them with other traces may produce
traces in Comm™.

4.2 Ordering on Types and Behaviors

We employ a relation by <: by, with the intuitive interpretation that b, is more “permissive” than b,. For
example, put(int) <: fromnow(int), since the former denotes exactly one output whereas the latter denotes
an arbitrary number of inputs and outputs.

Definition 4.6 (Behavior subsumption). Let b; and b, be behaviors. Then, b; <: b iff [b1] C [b2]- O

Clearly, <: is a preorder, that is reflexive and transitive. Note that <: is not anti-symmetric, for in-
stance put(int).put(int) < put(int) | put(int) and also put(int) | put(int) <: put(int).put(int). Also note that
put(o1) < put(oz) holds only if o; and o, are syntactically equal; the reader is referred to [2, 3] for a pre-
sentation of a system in which a more advanced notion of subtyping is considered.

Lemma 4.7. The operators “|” and “.” on behaviors respect the relation “<: ”; thus the equivalence relation
= induced by <: is a congruence on behaviors wrt. these operators. Moreover, modulo = it holds that “|” is
associative and commutative and that “.” is associative, both with ¢ as neutral element. O

The relation on behaviors induces a relation on behavior contexts:
Definition 4.8. B; <: B, holds iff for all behaviors b we have By |b| < Bz |b]. O

Additionally, we also define a relation 7, <: 75 over types; this relation is defined as the least one satisfying
the clauses® presented in Fig. 5. Notice that subtyping over ambient types is invariant, as the behaviors
of the two ambient types are required to be subtypes of each other. Intuitively, this follows from the fact
that ambient names can be used to (i) create new ambients as in n[P] and (ii) dissolve existing ambients
as in open n.Q). As the proof of Theorem 6.6 shows in the case for (Red Open), the former operation is
contravariant by nature while the latter is covariant by nature. We could thus, as in [2], play the trick of
[22] (akin to the “split types” of [5] for an object-oriented calculus) and split each of these arguments into
two: one contravariant and the other covariant. But to keep things simple, we refrain from doing so.

5 The Type System

Figure 6 defines judgements £ - M : 7 and E + P : b, where E is an environment mapping names into
types (we write F,n : o for the environment E’ that behaves as F except that it maps n into o). We employ

8Strictly speaking, the clause (Typ Trans) is superfluous.



T T (Typ Refl)
If 1 < 72 and 72 < 73 then 71 <¢ 73 (Typ Trans)
If b1 <t ba and bz <¢ by then amb[b1] <: amblbs] (Typ Amb)
If B1 <¢ B, then cap[B1] <: cap[Ba] (Typ Cap)

Figure 5. The Subtyping Relation.

a function type() to assign types to the constants. Note that if £ - M : 7 then there exists 7~ <: 7 such that
E + M : 7~ is derived by a structural inference rule, and if £ F P : b then there exists b~ <: b such that
EF P : b~ is derived by a structural inference rule.

The side condition in (Proc Repl) prevents us from assigning !(7) the incorrect behavior put(int). The
correct behavior for !(7) is fromnow(int), and can be obtained by applying the rule (Proc Subsumption). The
side condition for (Proc Amb) employs a couple of notions which will be formally defined below.

First we capture the intuition that if P can be assigned a safe behavior then all communications performed
by P will be well typed—at least until the ambient enclosing P is dissolved.

Definition 5.1 (Safe behavior). A behavior b is safe if no trace ¢r € [b] can be written ¢r = trg o try © tro
with ¢rg € Comm™ and ¢r; € Comm \ WtComm. O

Note that we might equivalently say that b is safe if [b] contains no trace of the form trq ¢ try o tro with
tro € WtComm™ and ¢r; € Comm \ WtComm.

EXAMPLE 5.2. The behavior b = put(int) | get(bool) is not safe. Intuitively, this is because a process that
expects a boolean instead receives an integer. Formally, this is because [b] contains the trace put(int) get(bool)
which belongs to Comm \ WtComm.

On the other hand, perhaps surprisingly, the behavior b = diss.(put(int) | get(bool)) is safe. Intuitively, this
is because nothing bad happens as long as no one attempts to open the enclosing ambient (a process doing
that would not be safe). Formally, this is because no trace in b has a prefix in Comm.

The behavior b = put(int) | get(int).get(bool) | put(int) is not safe. For [b] contains the trace

put(int) get(int) put(int) get(bool)

which belongs to Comm ¢ (Comm \ WtComm). O
EXAMPLE 5.3. Consider the program

m[(7) | (z : int).open n.{x = 42) | n{(y : bool).0}]

which is basically the example presented in Sect. 1.1, rewritten into our notation and with P = 0. It is easy
to verify that the process enclosed within m has behavior

b = put(int) | get(int).(get(bool) | put(bool))

which is safe. This follows by a simple examination of the traces in [b], listed in Example 4.3: for the first
trace in b belongs to WtComm™; the second trace can be written as trq o tr with trg € WtComm and #r not
of the form ¢ry ¢ tro for any tr; € Comm; and none of the remaining traces are of the form ¢ry ¢ ¢ry with
try € Comm. O

Concerning the relation b ~ by, the idea is that by denotes “what remains” of b after its first occurrence of
diss. For example, with b = get(int).diss | put(int) we have b ~~ ¢ since we can infer that put(int) is performed
before diss. Similarly, for b = fromnow(T') | diss we have b ~» fromnow(T').

Definition 5.4 (b ~~ V/). The relation b ~~ b’ amounts to the following property: whenever there exists
tr; € Comm™ and ¢r such that ¢ry o diss o tr € [b], then ¢r € [¥']. O



Non-structural Rules
(Proc Subsumption) (Exp Subsumption)
EFP:b o EFM:r -
Erpy <Y Era:r U7
Expressions
(Exp n) (Exp ¢) (Exp €) (Exp In) (Exp Out)
En)=r type(c) =7 EF M :amblb] EF M : amb[b]
Etn:t Etrc:T Et e: cap[(] EFin M : cap[[] EF out M : cap[(]
(Exp Open) (Exp Coopen) (Exp Action)
EF M : amb[b] EF M : amblb] EtF M :cap[B1] FEF Mo : cap[Bs]
Et open M :caplb| O] EF coopen M : cap[diss.[]] E+ My.M; : cap|B1|B2]]
Processes
(Proc Zero) (Proc Par) (Proc Repl)
E|_P12b1 E"PQZbQ E"Pb .
—_— — (if :
EFo:c EF PP b | bs Eripp GOlD<d
(Proc Res) (Proc Amb)
E,;n:amb[b] - P: by Et M :amblby] EFP:b .
EF (vn :amb[b)).P : by EF M[P] ¢ (if b safe and b ~» bo)
(Proc Action) (Proc Input) (Proc Output)
E}—M:CBP[B] E-P:b E,n1:7'1,~~~,nk:TkI—P:b E}—M1:T1~~~E|—Mk:7'k
E+ M.P: B|b] EF (ni:71,...,n,:7%).P:get(o).b EF (M,..., M) : put(o)
In (Proc Input) and (Proc Output), 0 = x(71,...,7%) and k > 0.

Figure 6. Typing Rules.

Note that if b contains no diss then b ~ ¥’ holds for all® ¥'.

EXAMPLE 5.5 (PACKED ROUTING). Let us show how to type Example 2.1. Let the behavior b be defined as
b = get(string).(get(cap[d]).€ | put(cap[d]))

By assigning the behavior get(cap[d]).c | diss to the body of hop (which can then be given the ambient type
amb|[get(cap[d]).€]), the safe behavior b | diss to the body of route (which can then be given the ambient type

9We might consider introducing a special “void” behavior * such that [+] = §). Then for b not containing diss we would have b ~ *,
enabling us to assign the type amb[x] to an ambient which does not allow itself to be opened. For subject reduction to carry through,
however, we must ensure (by suitable side conditions) that Lemma 4.2 still holds (that is, if £ = P : b then [b] # 0). To see why,

consider the process P = (z : int).(open n.{z + 7)) | (true) where n has type amb][*]. If we do not put any restrictions on our type

system we can derive E - P : % (since get(int).(* | put(int)) <: %), even though with £ = comm(int) it holds that P LN Q where

Q@ = open n.(true + 7) which clearly cannot be typed. In order to type a process that attempts to open a locked ambient, we must thus
assign it a non-void behavior such as, e.g., .

10




amb[b]), and the safe behavior b | put(string) to the body of packet, we can construct a type derivation for

router [!route{in packet.(dst).open hop.(lookup-route(dst))}] |
packet[in router.open route.{“bu”) | hop{(z).xz}]

We leave the construction of the derivation, as well as the verification of the appropriate side conditions, as
an exercise for the reader. O

Below are some technical results, to be used later.
Lemma 5.6. Suppose b<: b™ with b* safe. Then also b is safe. O
Lemma 5.7. Suppose that [b'] N Comm™ £ (. If b'.b is safe then also b is safe. O

Proof. Assume b is not safe, that is there exists ¢r € [b] such that we can write tr = tro o try © try with
tro € Comm™ and tr; € Comm \ WtComm. Let ¢r’ belong to [b'] and to Comm™. Then ¢’ o tr € [V'.b], and

also tr' o tr = (tr’ o trg) o try o tre with tr' o trg € Comm™. But this conflicts with b".b being safe. O
Lemma 5.8. Assume that b] <: by and that by <: b If by ~ by then also by ~ by O
Proof. Assume that t¢rq o disso tr € [b] ] with ¢r; € Comm™. Since b] <: by, also try o diss o ¢r € [b1], so since
by ~ by we infer that tr € [by] which as by <: bJ implies the desired relation tr € [bf]. O
Lemma 5.9. Suppose that [by] N Comm™ # (). If by.b ~~ b’ then also b ~~ V. O

Proof. Assume that ¢ry o diss ¢ tr € [b] with ¢tr; € Comm®. Let try belong to [by] and to Comm®. Then
tro o try o diss o tr € [bo.b] with trg ¢ tr; € Comm™, so from bg.b ~» &’ we infer the desired tr € [b']. O

6 Subject Reduction

In this section we shall show that our type system is semantically sound. This property is formulated as a
subject reduction result (Theorem 6.6), intuitively stating that “well-typed processes communicate according
to their behavior” and also stating that “well-typed safe processes never evolve into ill-typed processes”. The
latter “safety” property demonstrates that the process ((n : int).{n + 7)) | (true), though typeable (as safety
is only enforced in (Proc Amb)), cannot be assigned a safe behavior, since it evolves into true + 7 which
clearly cannot be typed. As a preparation for showing this result, we state a few standard lemmas.

Lemma 6.1 (Swapping). Assume that E1,ny : 01,n2 : 02, F3 b P : b with ny # nsy. Then it follows that
Ei,ny:09,n1 : 01, Fy b P : b, with a derivation of the same shape. Similarly for E1,ny : 01,n2 : 09, Fa b M :
T. O

Lemma 6.2 (Weakening). Assume that E + P : b, and that n is a name not in names(P). Then for all T it
follows that E,n : 7+ M : b, with a derivation of the same shape. Similarly for a judgment E + M : 7y (with
n & names(M)). O

Lemma 6.3 (Strengthening). Assume that E,n:7 F P : b with n not in names(P). Thenalso E - P : b
holds, and with a derivation of the same shape. Similarly for E,n : 7+ M : 79 with n & names(M). O

These lemmas are all proved by induction on derivations. In the proof of Lemma 6.2, we apply Lemma 6.1
to deal with the cases (Proc Res) and (Proc Input); similarly for the proof of Lemma 6.3.

Lemma 6.4 (Substitution). Assume that E,nq : 71,--- ,ng : 7 & P : b (with ny...n; distinct), and that
there exists M ... My, such that for all i € {1...k} it holds that E & M, : 7; and that P is non-conflicting with
{n;} Unames(M;). Then E & P[n; := M;] : b. Similarly, if E,ny : 71, ,n : 7, b M : 7 and for all i it holds
that E v M, : 7; and that M is non-conflicting with {n;} U names(M;) then E + M(n; := M;] : 7. O
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Proof. The proof is by induction on the size of the typing derivation for P (resp. M). We do a case analysis on
the inference rule applied, but only list two of the cases; the remaining follow by straightforward applications
of the induction hypothesis, except for (Proc Input) which is handled as (Proc Res) below.

(Exp n). Here M is a name n. If n = n; for some ¢ € {1...k}, we infer that 7 = 7;,. The claim is then
E + M, : 7;, which is among our assumptions. If n # n; forall¢ € {1...k}, we infer that 7 = E(n). But then
we have F + n : 7, as desired.

(Proc Res). Here P takes the form (vn: 7).Py, and E,n;y : 71, -- ,ng : 7, & P : b holds because
Eny 7, ,ng:me,n:7HE Py:b. D

Note that for all ¢ € {1...k} it holds (since P is non-conflicting with {n;} U names(};)) that n; # n and
n ¢ names(M;) and that P, is non-conflicting with {n;} U names(};). We can thus apply Lemma 6.2 to infer
that E,n: 7+ M; : 7, and (repeatedly) apply Lemma 6.1 to infer that

En:rmng 1, ,ng:mb Py:b ()]

by a derivation of the same shape as the one for (1). We can thus apply the induction hypothesis on (2) to
infer that E,n : 7 + Py[n; := M;] : b. But then an application of (Proc Res) yields E + (vn : 7).Py[n; := M;] :
b, which is as desired since P[n; := M;] = (vn : 7).Py[n; := M;]. O

Lemma 6.5 (Subject Congruence). Suppose that P = Q. Then E+ P :bifandonlyif EF Q : b. O

The proof is given in Appendix A. We do not know if Lemma 6.5 still holds if the equivalence rule
!P = P|!P is included in the definition of structural equivalence. This is why our operational semantics
includes the reduction rule |P — P | | P instead.

The formulation of subject reduction for processes states that if a process having behavior b performs a
step labeled /¢ then the resulting process can be assigned a behavior that denotes “what remains of b after ¢”.
To formalize this, we employ a function B(¢) defined by stipulating that

Ble) = ¢
B(comm(c)) = put(o).get(o)
Note that [B(¢)] N Comm™ # () (preconditions for Lemmas 5.7 and 5.9).

Theorem 6.6 (Subject Reduction for Processes). Suppose that P LN Q. If with b safe it holds that E +
P : b then there exists safe V' such that E+ Q : b’ and B({).b' < b. O

Proof. The proof is by induction on the derivation of P N Q, with a case analysis on the last rule used. By
using Lemmas 5.6 and 5.7, we infer that if B(¢).b' <: b then b’ will be safe.

(Red In). Our assumptions are n[in m.P | Q] | m[R] —— m[n[P| Q]| R] and E F n[in m.P | Q] | m[R] : b.
The two top-level parallel processes have been typed using instantiations of the rule (Proc Amb) of the form

EFn:ambb,] EFinmP|Q:b andEFm:amb[bm] EFR:bs
ErFnfinmP|Q]:e¢ Et+ m[R]:¢

where by is safe and satisfies by ~ b,,, and where b3 is safe and satisfies b3 ~ b,,. It is easy to see that e < b
holds. From the rightmost premise of the leftmost inference we infer that there exists By, b1, be such that
EtFinm :cap[By), EF P :b,and E - Q : be, with cap[d] < cap[By] and with By|b1| | b2 < by. Thus
O < By and therefore by <: By|b; |, implying by | ba < by.

From the above we can derive E + P | Q : by, enabling us to apply (Proc Amb) to get E + n[P | Q] : e.
Then we can derive E + n[P | Q]| R : bs, enabling us to apply (Proc Amb) to get, after also applying
(Proc Subsumption), E - m[n[P | Q] | R] : b. Since B(e).b <: b, this yields the claim with ¥’ = b.
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(Red Out). Our assumptions are m[n[out m.P | Q] | R] - n[P| Q]| m[R] and E  m[n[out m.P | Q] | R] :
b. The topmost ambient has been typed using an instantiation of the rule (Proc Amb) of the form

EFm:amblb,] EF nloutm.P|Q]|R:bs
Et+ m[nfout m.P| Q]| R] : ¢

where b3 is safe and satisfies b3 ~ b,,, and where ¢ < b. We infer that the ambient in parallel with R has
been typed using an instantiation of the rule (Proc Amb) of the form

EtFn:ambfb,] EFoutm.P|Q:by
Etnfoutm.P|Q]:e

where by is safe and satisfies by ~» b,,. From the rightmost premise of this inference we infer that there exists
By, b1, be such that E + outm : cap[Bo|, E - P : by, and E - Q : by, with cap[d] < cap[By] and with
Bylbi] | b2 <: by. Thus O < By and therefore by < By|by |, implying b; | b2 < by. Additionally, there exists
b5 such that £+ R : by and ¢ | b5 <: b3, implying b4 < bs and thus also E' - R : bs.

From the above we can derive E F P | @ : by, enabling us to apply (Proc Amb) to get E F n[P | Q] : &,
and we can also apply (Proc Amb) to get E' - m[R] : e. Thus we can arrive at F - n[P | Q] | m[R] : b, which
yields the claim with & = b since B(¢).b <: b.

(Red Open). Our assumptions are that the process open n.P | n[coopen n.Q | R] —— P |Q | R, and that
E  open n.P | n[coopen n.Q) | R] : b. Let E(n) = amblb,]. The rightmost parallel process has been typed
using an instantiation of (Proc Amb) of the form

EtF n:amb[p,] FEF coopenn.Q|R: by
EF nfcoopen n.Q | R] :

where by ~> b/,. Since the left premise has been derived using (Exp n) followed by zero or more applications
of (Exp Subsumption), from the polarity rule for ambient types we have b/, <: b,. Concerning the right
premise, we deduce that there exists Bs, by, by with

EFQ:byand B+ R:by 3

such that E' + coopen n.Q : Bo|by| where Bs|bs] | bs <: by and where diss.[0 <: Bs, implying diss.by <: By |bs |
and therefore diss.bs | b3 <: by which by Lemma 5.8 implies that

diss.bg | bg ~> by,. “@
The leftmost parallel process open n.P has been typed using an instantiation of (Proc Action) of the form

E I open n : cap[By] EFP:b
E+ openn.P: By|b|

)

where B |b1] <: b. The derivation of the left premise contains an instance of (Exp Open) with premise
E I n : amb[b]!], where b,, < b (by the polarity rule for ambient types) and where cap[b], | O] < cap[Bi].
Therefore (b)) | O) < By implying b!! | by <: Bi|b1 ], enabling us to derive

b | by <: b. ©)

We want to prove that E - P | Q| R : b, as then our claim will follow with " = b, and due to (5) and (3)
this can be accomplished by showing b, | by | b3 < b. So let tr € [by | ba | b3] be given. There must exist trq,
tra, trs such that ¢r; € [b;] for ¢ € {1,2,3} and such that ¢r € {tr1} || {tra3} for some traz € {tra} || {trs}-
Since diss ¢ tro3 belongs to [(diss.by) | b3] we infer from (4) that ¢reg € [b,]. This shows that tr € [b1] ||
[bn] = [b1 | b)), which by (6) implies the desired ¢r € [b].
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comm(o)
—

(Red Comm). Our assumptions are that (ny : 7y,... ,ng: 7%).P | (My,..., M) P[n; := M;] with
o = x(m,...,7), and that E = (ny :7,...,ng:7%).P | (My,... ,My) : b. The two top-level parallel
processes have been typed using instantiations of the rules (Proc Input) and (Proc Output) of the form

Eny:m,- ,ng:mx =PV an Er-My:7 --- EF M7},

Er(ny:m,...,ng: 7). P get(o).b/ Et (M,..., M) : put(c’)
where ¢’ = X(7{,...,7},) and where get(c).b' | put(c’) < b. By Lemma 4.2 there exists tr € [b'], and
thus put(c’) get(o) ¢ tr belongs to [get(o).b’ | put(c’)] C [b]. Since b is safe, this shows that ¢/ = &, and
thus for all ¢ € {1...k} we have 7/ = 7;. By assumption, (n; : 71,...,ng : 7%).P is non-conflicting with

names(M;) and therefore P is non-conflicting with {n;} U names();). We can thus apply Lemma 6.4 to infer
that £+ P[n; := M;] : b/. Since B(comm(0)).b' = put(o).get(c).b' < put(o) | (get(o).b') < b, this yields the
claim.

(Red Repl). Our assumptions are that !|P — P |!P, and that E I !P : b which must have been derived by
zero or more applications of (Proc Subsumption) with by <: b from E + !P : by which in turn is derived by
(Proc Repl) from E + P : by where by | by < by. By (Proc Par) we can thus derive E + P | P : by | by and
therefore by (Proc Subsumption) also E + P | ! P : b, from which the claim follows with & = b.

(Red Par). Our assumptions are that P | R N Q@ | R because P N @, and that E - P | R : b which must
have been derived from E+ P : b, and F + R : by with by | b3 < b.

We now prove that b, is safe. If this is not the case, there exists trq ¢ trq © tro € [b1] with ¢rg € Comm™
and tr; € Comm \ WtComm. By Lemma 4.2 we can find tr3 € [bs], thus trg o try o tro o trs € [by | b3] C [8]
which is a contradiction since b is safe.

We can thus apply the induction hypothesis to find safe by such that B(¢).bo <: b; and E - @ : by. Let
b =by|bs. Then EF Q| R: ¥V, and as B(¢).b/ < (B(£).bs) | bs <t by | bs <: b this is as desired.

(Red Res). Our assumptions are that (vn : 7).P LN (vn : 7).Q because P LN Q,andthat EF (vn:7).P:b
which must have been derived from E,n : 7 = P : by with by <: b. As by is safe (Lemma 5.6), inductively we
can find o’ such that B(¢).b/ <: bgand E,n:7F @ : V. Butthen also E+ (vn:7).Q : b/, and as B(¢).b' < b
this is as desired.

(Red Amb). Our assumptions are that n[P] —— n[Q] because P N Q, and that E - n[P] : b which must
have been derived from E + n : amb[b,] and E + P : b; where b, is safe and b; ~~ b,, and £ <: b. We can thus
apply the induction hypothesis to find safe b} such that B(¢).b} < b; and £+ @ : b}. By Lemmas 5.8 and 5.9
we infer that b] ~~ b,,, showing that we can apply (Proc Amb) and (Proc Subsumption) to derive E - n[Q] : b.
This yields the claim with " = b since B(e).b <: b.

(Red =). Our assumptions are that P’ N Q' because P = P and P N Q@ and Q = @', and that
E+ P’ :b. By Lemma 6.5 we infer that £ + P : b, and by applying the induction hypothesis we find & such
that B(¢).t/ < band F + @ : V. By one more application of Lemma 6.5, this yields the desired judgment
EFQ V. O

7 Type Checking

In this section we show that given a complete type derivation for some process P (or an expression M),
we can check its validity according to the rules from Fig. 6. For this purpose we need to show: (i) that we
can decide the side-conditions for all the rules in Fig. 6, (ii) that we can determine if a certain behavior b
(resp. behavior context B) can be obtained by filling in the hole of some behavior context B’ with some
behavior ¢’ (resp. behavior context B”) and, (iii) that we can check if two behaviors (types) are syntactically
identical. Clearly, conditions (ii) and (iii) are decidable. In what follows, we prove that the side conditions
for the rules (Proc Subsumption), (Exp Subsumption), (Proc Repl) and (Proc Amb) are also decidable. This
will follow from Lemma 7.9, Lemma 7.15, Corollary 7.10, Lemmas 7.18 and 7.19.
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7.1 Automata

We shall use techniques from the theory of finite non-deterministic automata (some of the constructions are
adaptions of standard results, but still we give the details). We have chosen to disallow e-transitions, thus
gearing our exposition towards an actual implementation. In fact, we believe that this choice makes certain
correctness proofs easier (as a string can be uniquely decomposed into a sequence of automaton labels).

Definition 7.1 (Automata). An automaton G is a quadruple G = (Q, ¢, F,§) with Q a finite set of states,
¢ € Q the initial state, F' C Q the set of acceptance states, and ¢ a transition relation: a finite set of triples of
the form (g1, a, g2) with ¢1,¢2 € Q and a an action. O

We write §* for the reflexive and transitive closure of §. Thus (¢, e,q) € 0* for all ¢ € Q, and if (g, tr1,q1) €
6* and (q1, tra, g2) € 6* then (g, try o tre, q2) € 6*.

Definition 7.2 (Acceptance). The set of strings accepted by G, to be denoted Acc(G), is given by {¢r | 3¢ €

F: (i, tr,q) € §*}. O
The following result is immediate:

Lemma 7.3. Given G, it is decidable whether Acc(G) = 0. O
Definition 7.4 (Implementation). An automaton GG implements a behavior b if [b] = Acc(G). O

In Appendix A we shall prove (for behaviors of the syntax listed explicitly in Fig. 4):
Lemma 7.5. Given behavior b, we can construct G implementing b. O

Lemma 7.6. Let G; and G5 be automata. Then we can construct an automaton G1\G3 such that Acc(G; \ G2) =
Acc(Gq) \ Acc(Ga). O

With G = (Q;,¢5, Fj, ;) for j = 1,2, we construct Gy \ G2 = (Q, ¢, F, §) as follows:
Q = Q1 xP(Q2)
(e1,{t2})
{(q1,Q2) | @1 € Frand Q2 N F> = 0}
{((q1,Q2), a, (41, @3)) | (q1,0,q7) €1 A Q3 = {g5 € Q2| 32 € Q2 : (a2, 0, 43) € da}}

To prove Lemma 7.6 we need two additional lemmas, both easily provable by induction on the length of ¢r:

L
F
)

Lemma 7.7. Suppose that ((q1,Q2), tr, (¢}, Q%)) € 6*. Then (q1,tr,q}) € 07, and if (qa,tr,q5) € 65 with

q2 € Q2 then g5 € Q5. O
Lemma 7.8. Suppose that (q1,tr,q;) € ¢}, and that Q4 = {¢5 € Q2 | g2 € Q2 : (g2, tr,q}) € §5}. Then
(a1, Q2): tr, (a5, Q5)) € 6 -

We are now ready to prove Lemma 7.6. For “C”, our assumptions are that ((¢1,{t2}), tr, (q1,Q2)) € 6*
with ¢; € F; and Q2 N F» = (). By Lemma 7.7 we infer that (¢1, tr, q1) € §;, implying that tr € Acc(G1), and
that whenever (1o, tr, ¢2) € 05 then g2 € Q2 and thus ¢, ¢ F», implying that ¢r & Acc(G2).

For “2”, our assumptions imply that there exists ¢; € F; such that (.1, ¢r,q1) € 7, and that with @ =
{q2 | (ta,tr,q2) € 63} we have Q2 N F» = (). By Lemma 7.8, we infer that ((c1, {t2}), tr, (¢1,Q2)) € §* which
amounts to & € Acc(G1 \ Gz) since (¢1,Q2) € F. This concludes the proof of Lemma 7.6.

Lemma 7.9. Given behaviors b; and b, it is decidable whether by <: bs. O

Proof By Lemma 7.5, we can construct G; and G, implementing b; and b». By Lemma 7.6, we can then
construct G \ G such that Acc(G; \ G2) = Acc(G1) \ Acc(G2) = [b1] \ [b2]-

Thus deciding b; <: b, that is deciding whether [b;] C [b2], amounts to deciding whether Acc(G \ G2)
(), a property which is decidable by Lemma 7.3.

o ol

Corollary 7.10. Given a behavior b, it is decidable whether b | b <: b.
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7.2 Deciding Subtyping

Next we consider the problem of deciding whether a given type is a subtype of another. Clearly the main
difficulty lies in deciding whether cap[B;] <: cap[Bz], that is whether By <: Bs, as this apparently involves
testing B |b] < By |b] for all possible ’s. Fortunately, Lemma 7.14 shows that it suffices to construct a single
behavior, of the form test.test, and then check if B |test.test| <: Bo|test.test|. Here test is an action (and
thus also a behavior) that tests the behavior contexts in question:

Definition 7.11. We say that an action test tests a behavior b iff for all ¢r € [b], test does not occur in ¢r.
We say that an action test tests a behavior context B iff for all behaviors b occurring in B it holds that test
tests b. (Here b occurs in by.B iff b = by or b occurs in B, etc.) O

Assume that test tests B. Then [test] = {test}, and test also tests all subcontexts of B (that is, if B = '.B’
then test tests B’, etc). Furthermore, it is easy to see by induction on B that all ¢ € [B|test.test|] can be
uniquely written on the form ¢r; ¢ test o try ¢ test ¢ tr3, where none of the traces try, tro, ¢r3 contain test.

As a preparation for Lemma 7.14, we show a couple of results:

Lemma 7.12. Let B be a behavior context and b a behavior, and assume that test tests B. Let try ¢ test ¢ try ¢
test o trg belong to [B|test.test|], and let tro belong to {tr2} || [b]. Then try o tro ¢ trs belongs to [B|b]]. O

Proof. The proof is by induction on B, where we perform a case analysis on the form of B (omitting two
symmetric cases).

B = O. We infer that tr; = tro = try = e, and that tr( € [b]. Then the claim clearly holds.

B = V/'.B’'. Given the assumptions of the lemma, we can (since B |test.test| = b'.B’|test.test]) write try =
tr’ o tr} where tr’ € [b'] and where tr] © test ¢ tro ¢ test ¢ try belongs to [B’|test.test]]. Using the
induction hypothesis, we infer that ¢} ¢ trg ¢ trs belongs to [B’|b]]. But then try ¢ try ¢ trs belongs to
[v'] o [B'|b]] =[V.B'|b]] = [B|b]], as desired.

B =1V | B'. Given the assumptions of the lemma, we infer (since B|test.test|] = b’ || B’|test.test]) that
there exists ¢}, tr, try, tr{, try, tr such that for ¢ € {1,2,3} we have ¢r; € {¢}} || {tr/} and such that
tr o trh o trh € [b'] and such that ¢r] o test o ¢r) ¢ test ¢ try belongs to [B’|test.test]]. By associativity
of interleaving, there exists tr(, € {try} || [b] such that tro € {tr}} || {¢tr(}. Using the induction hypothesis
on B’, we infer that ¢r{ o tr(, ¢ tr4 € [B’|b]]. But then clearly trq ¢ tro o trg € [b] || [B’|b]] = [B|b]], as
desired. O

Lemma 7.13. Let B be a behavior context and b a behavior, and assume that test tests B. Let tr belong to
[B|b]]- Then there exists try ¢ test o trg © test © trs in [B|test.test]] such that we can write tr = try o trg o trs
with trg € {tra} || [0]- O

Proof. The proof is by induction on B, where we perform a case analysis on the form of B (omitting two
symmetric cases).

B = O. Now tr € [b], so choosing trq = tr and tr; = tro = try = e clearly yields the claim.

B =U'.B’. We can write tr = tr’ o tr” with tr' € [0'] and with ¢ € [B’|b]]. Inductively, there exists
tr otestotrootestotrs in [ B’ |test.test|] such that we can write tr” = tr] o trootrs with trg € {tra} || []. Let
tr1 = tr'otr], then we have the desired relations tr otestotrootestotrs € [b']<[B’|test.test|] = [B|test.test|]
and tr = try ¢ trg © trs.

B =1V'| B'. There exists ¢r' € [b'] and ¢ € [B’|b]] such that ¢r € {¢'} || {¢r”}. The induction hypothesis
gives us trf otesto trf otesto try in [B’|test.test|] such that ¢ = tr{ o trj o trf with trj € {tr5} || [0]. Since
tr € {tr'} || {tr! o trj o try} there clearly exists tr}, trq, tr, trs, try, tro such that tr' = tr] o tr{ o tri,
tr = trq o tro © trs, and for i € {0, 1,3} also tr; € {ir}} || {¢r)}. Since tro belongs to {tri} || ({¢rh} || [0]),
associativity of interleaving enables us to find ¢re € {tr(} || {tr5} such that ¢rg € {¢ra} || [0]- This establishes
the desired relation try ¢ test ¢ try o test o trg € {tr}] o try o tri} || {tr] o test o trf o test o tri} C
[0'] || [B’|test.test|] = [B|test.test]]. O

16



Lemma 7.14. Given B, and By behavior contexts, we can construct a behavior test such that By <: Bs holds if
and only if By [test.test| <: Bo|test.test]. O

Proof. With m the maximal arity of a tuple occurring inside B; or B, we choose!? test to be a behavior of
the form put(x(7y,...,Tm+1)) Where 7; = int for ¢ € {1,...,m+1}. Then clearly test tests B, as well as Bs.
The non-trivial point is to show “if”. For this purpose, assume that b has been given. Let ¢r belong to
[B1b]], then our task is to show that ¢r € [B2|b]]. By Lemma 7.13, there exists tr; ¢ test ¢ try ¢ test o tr3
in [ By |test.test]] such that we can write tr = try ¢ tro ¢ trs with tro € {¢r2} || [0]. Using our assumption,
tr1 © test ¢ trq © test o trs in [Ba|test.test|]. By Lemma 7.12 we now infer that ¢r belongs to [Bz|b]|]. O

Lemma 7.15. Given types 71 and 7o, it is decidable whether 71 <: To. O

Proof. An easy case analysis. The most interesting cases are:

71 = amb[b;] and 7, = amb[bs]. Here 71 <¢ 75 holds iff b; <: b and by <¢ b;. But by Lemma 7.9, this is decid-
able.

71 = cap[B1] and 75 = cap[Bz]. Here 71 <¢ 75 holds iff B; < B,. By Lemma 7.14 we can construct behavior
test such that deciding 7 <: 7» amounts to deciding Bj |test.test| <: Bs|test.test|, which is decidable by
Lemma 7.9. O

7.3 Deciding the Auxiliary Relations

We are still left with deciding whether a given b is safe and whether b ~ by holds for given b and by. For that
purpose, we introduce a couple of auxiliary concepts.

Definition 7.16. Let £ be a language, that is a member of P(Trace), and let G = (Q, ¢, F, §) be an automaton.
We then define

G#L={qe Q|Ttre L: (1, tr,q) €5}
We say that L is testable if for every automaton G there exists a procedure for computing G#L. O

Lemma 7.17. Let L be testable, and let G be an automaton. Then we can construct an automaton G — L such
that for all traces tr the following property holds: tr belongs to Acc(G — L) if and only if there exists tro € L
such that trq o tr € Acc(G). O

Proof. With G = (Q,, F,¢) and with ¢ a symbol not in Q, we construct G — L = (Qo, t0, Fo, o) as follows:
Q = QU{w}
Fy = FU(@f(G#L)NF = then 0 else {.0})
do = dU{(o,a,q) | Iq0 € GH#L with (qo, a,q) € §}.

Concerning the claim of the lemma, we first address the “only if” part. The assumption is that ¢r €
Acc(G — L), that is there exists gy € Fy such that (¢, tr, o) € 05. We must consider two cases:

o If tr = e then 1y € Fy, so by the construction of Fy there exists ¢; in (G#L) N F. There thus exists
tro € L with (¢, tro,q1) € 0* where ¢; € F, implying that trq o tr = trg € Acc(G).

o If ¢r takes the form a ¢ ¢ry, we infer that there exists ¢ € Qo such that (¢, a,q) € §p and such that
(g,tr1,q90) € ;. The former relation implies the existence of ¢; € G#L with (¢1, a,¢) € 6, and thus
the existence of trq € £ with (¢, tro,q1) € 0*; the latter relation implies (since clearly ¢ # ¢y) that
(g,tr1,q0) € 6* and qo # 1o and thus (as go € Fp) also ¢o € F. Since combining the abovementioned
properties of ¢* yields (¢, tro ¢ a ¢ try, qo) € 6%, this demonstrates that tro ¢ tr € Acc(G), as desired.

10Alternatively, we might have introduced a special behavior test as part of our syntax.

17



Next we address the “if” part, where our assumptions are that there exists try € £ such that trootr € Acc(G),
that is there exists ¢ € F' such that (¢, trg ¢ tr,q) € §*. We must consider two cases:

o If tr = o then ¢ € G#L, which by the construction of Fy implies that .y € F; and therefore e €
Acc(G — L), as desired.

o If ¢r takes the form a ¢ try, there exists ¢; and g» such that (¢, tro,q1) € 6*, implying ¢1 € G#L, such
that (q1, a,q2) € 0, thus implying (19, a,q2) € o, and such that (go, tr1,q) € 0%, implying that also
(g2, tr1,q) € 6. Therefore (v, tr,q) € J;, and since ¢ € Fy this demonstrates the desired relation
tr € Acc(G — L). O

Lemma 7.18. Given a behavior b, it is decidable whether b is safe. O

Proof. The language £, = Comm™ is clearly testable, and since membership in WtComm can be decided by a
simple syntactic check, so is the language £; = Comm \ WtComm.

By Lemma 7.5 there exists an automaton GG implementing b. Using Lemma 7.17 twice, we can construct
the automaton G’ = (G — L) — £1. We shall prove that b is safe if and only if Acc(G’) = 0, a property which
is decidable (Lemma 7.3).

First assume that b is not safe. Then there exists tro € Lo and try € £1 and try such that trqg o trq o trg €
[6] = Acc(G). By Lemma 7.17 we infer first that ¢ry o tro € Acc(G — L) and then that ¢ro € Acc(G’). Hence,
Acc(G") # 0.

Next assume that Acc(G’) # 0. Let tr € Acc(G’). By Lemma 7.17 we infer first that there exists tr; € £,
such that trq ¢ tr € Acc(G — L), and next that there exists tro € Ly such that trg o trq o tr € Acc(G) = [b].
Hence, b is not safe. O

Lemma 7.19. Given b; and b, it is decidable whether by ~~ bs. O

Proof. By Lemma 7.5 there exists automata G; and G implementing b; and bs. The language £ = Comm* ¢
diss is clearly testable, so using Lemma 7.17 we can construct an automaton Gy = G; — £. By Lemma 7.6
we can construct an automaton G = G \ G2. We shall prove that b; ~» by holds if and only if Acc(G) =0, a
property which is decidable (Lemma 7.3).

For “if”, we must establish b; ~+ by and therefore consider the situation where there exists tr; € Comm®*
and ¢r such that ¢ry odiss o tr € [b1] = Acc(Gy). Since try o diss € £, we infer by Lemma 7.17 that
tr € Acc(Gy). Since by assumption ¢r ¢ Acc(G), Lemma 7.6 tells us ¢r € Acc(G2) = [bz], which is just as
desired.

For “only if”, we assume in order to arrive at a contradiction that there exists ¢r € Acc(G). By Lemma 7.6
we infer that ¢r € Acc(Gy) and that ¢r does not belong to Acc(G2) = [b2]. By Lemma 7.17 we infer that
there exists ¢r; € Comm™ ¢ diss such that ¢y ¢ tr € Acc(G1) = [b1]. But since by ~- bs, this yields the desired
contradiction. O

7.4 Type Derivations

We are now ready to state the main result of this section. Namely, that given a complete derivation for an
expression M or a process P, we can verify that the derivation is valid according to the rules from Fig. 6.

Theorem 7.20 (Decidability of type checking). Given a purported derivation of Ex- M : 7 or E+ P : b, we
can check its validity. O

It is clear, however, that the worst-case complexity of type checking is at least exponential. This follows
since the number of states in the automaton for b; | b is the product of the number of states in the automata
for by and by, cf. the proof of Lemma 7.5. The issue of inferring types, perhaps with some guidance from the
user, is left for future work.

18



8 Comparison with Other Systems

8.1 Relation to the Original Type System for the Ambient Calculus

There is a natural embedding of the type system for AC presented in [10, Sect. 3] into our type system.
Towards this end we use a function G translating entities in the former system into entities in our system:
expressions M ¢ into expressions, processes PC into processes, “message types” W into types, “exchange
types” T into behaviors, and environments £ into environments. G is defined recursively on the structure
of its argument; most clauses are straightforward homomorphisms except for

GMEPCT) = G(M)[G(PT) | coopen G(M).0]
G(cap[T€]) = cap[g(T“) | O]
G(Shh) = ¢
GWE x...x WY = fromnow(x(G(WF),...,G(W)))

We then have the following result, proved in Appendix A:

Theorem 8.1. Suppose that E€ = P : TC, respectively EC€ = M® : W, is derivable in the system of [10,
Sect. 3]. Then G(EY) - G(PY) : G(T), respectively G(EC) - G(M®) : G(WC), is derivable in our system. [

One can also show (as in [2]) that if Plc — PQC holds in the system of [10], after replacing the rule
|P=P|!Pbytherule!P — P|!P,then G(P{) — G(P{) holds in our system.

8.2 Type Systems for Ambient Interferences

In [1], the present type system is modified and augmented so as to record not only communications but
also ambient movements, enabling one to reason about which ambients can occur inside which ambients
and also enabling one to express, as in [7], that a given ambient is immobile. This is achieved by introducing
actions enter and exit; additionally the syntax and semantics of ACx have to be extended in order to allow a
statement of semantic soundness. In a sense, the type system of [22] can be viewed as an abstraction over
traces containing such actions: for example, [YO ~- I] is the set of traces containing actions put(7) with 7
described by O, actions get(7) with 7 described by I, but no enter or exit actions.

8.3 Type Systems for the Pi-Calculus

There are many points of contact between the 7-calculus and AC. Other researchers have already related the
two calculi and discussed their respective merits. Here, we restrict attention to session types in the 7-calculus,
because they were motivated by considerations similar to ours in relation to orderly cummunication in ACx.

Session types orginated with the work of Honda and his collaborators, who proposed a variant of the
m-calculus where some channels are designated to be session channels, in [20] and [15]. Such a channel is
allowed to carry a sequence of different message types over time, by contrast to a channel that is restricted
to a single type of message throughout its lifetime, as in a system of simple types for the m-calculus. More
recently, Gay and Hole in [13] have developed a type system for the w-calculus which combines session types,
subtyping and recursive types. Whereas session channels form a distinct syntactic category in [20] and [15],
Gay and Hole enforce this distinction by means of their type system.

Despite the many similarities, there are also many differences between sessions types in the w-calculus
and orderly communication in ACx. Technical issues regarding the former do not apply to the latter and vice-
versa; this is best illustrated by some of the problems we have solved in relation to orderly communication
which have no counterpart (or have not been raised) in relation to session types. However, a final assessment
of their respective merits awaits a more systematic comparison, probably to be based on a translation from
the m-calculus to ACx, or vice-versa, which is also type-preserving. By “type-preserving” we mean that if P is
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a process of the m-calculus and @ is its translation in ACx, then P is typable in the system with session types
if and only if @ is typable in our type system for ACx with orderly communication. It is a question whether
such a type-preserving translation, in either direction, is possible at all; we have not tried to carry it out.
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A Proofs of Results in Main Text

Lemma 6.5 Suppose that P = Q. Then E+ P:bifandonlyif E+ Q : b.

Proof. The proof is by induction on the derivation of P = @, much as the similar result in [10]. Many cases
are trivial, such as (Struct ParComm) (which follows from commutativity of “ | ”) and (Struct ResRes) (which
follows easily from Lemma 6.1). Below we list the most interesting cases.

(Struct ParAssoc). Assume that E + (P | Q)| R : b (the other direction is similar). Then there exists b1
and b3 with b3 | b3 < bsuch that E+ P|Q : bz and E F R : bs. Therefore there exists b; and b, with
by | by < bizsuchthat EF- P:byand EF Q:by. Now EF P | (Q| R) : by | (b2 ] b3), and by Lemma 4.7 we
infer that by | (b2 | b3) = (b1 | b2) | bs <¢ b12 | b3 < b. This implies the desired judgment E+ P | (Q | R) : b.

(Struct ResPar). Assume that E - (vn:7).(P| Q) : b. There exists b; and by with by | by < b such that
En:7F P:band E;n:7 F Q : be. Since n ¢ fn(P), we can a-rename P into a P’ such that n ¢
names(P’). Clearly E,n: 7+ P’ : by (this claim amounts to the case (Struct a-rename)), so by Lemma 6.3
we have F - P’ : b; and therefore also E - P : b;. We can thus infer first F - (vn : 7).Q : be and then (since
by | b2 <t b) the desired judgment E+ P | (vn:7).Q : b.

The other direction is quite similar, employing Lemma 6.2 rather than Lemma 6.3.

(Struct ResAmb). Let E(m) = (E,n : 7)(m) = amb[b1]. Assume that F + (vn:7).m[P] : b (the other
direction is similar). We infer that ¢ <: b, and that there exists safe by such that £,n : 7 = P : by and by ~~ b;.
This implies that F' - (vn : 7).P : by, clearly enabling us to infer the desired judgment E + m[(vn : 7).P] : b.

(Struct ZeroPar). Assume that £+ P | 0 : b. There exists b; and by with b; | by <¢ b such that E - P : b; and
E F 0 : by. We infer that € <: by and by Lemma 4.7 therefore b; = b; | e < b1 | ba < b. This implies the
desired judgment E' - P : b. The other direction is trivial.

(Struct ZeroRepl). First assume that F - 10 : b. We infer that there exists by <: b such that E - 0 : by. But
then also E F 0 : b, as desired.

Conversely, assume that E' - 0 : b from which we infer that e <: b. Since ¢ | £ <: € we can apply (Proc Zero)
and (Proc Repl) to derive E |- 10 : ¢, and therefore also the desired £ !0 : b.

(Struct €). Assume that £+ P : b. Since E I ¢ : cap[0], we can by (Proc Action) infer E I~ ¢.P : b.
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Conversely, assume that E - ¢.P : b. Then there exists B and by with B|by| <t b such that E I~ € : cap[B]|
and E - P : by. As cap[[d] <: cap[B] we deduce that O <: B, implying that by = O|by| < B|bo| < b. Thus
we can derive the desired judgment £ + P : b.

(Struct .). Assume that E' F (M;.M3).P : b. There exists By and by with By|bo| <: b such that E = M;. M :
cap[Bo] and E F P : by. There thus exists B; and By with cap[B;|Bz]] <: cap[By], implying By |Bz| <: By,
such that E - M; : cap[B;] and E - M, : cap[Bs]. We can thus infer first £ - Ms.P : By|by] and then
E + My.(M3.P) : B1|B2|bo||. Moreover, By|Bz|bo|] = (B1|Bz2])|bo] < Bo|bo| <: b. This shows that we
can derive the desired judgment E + M;.(M5.P) : b.

Conversely, assume that £ = M;.(M,.P) : b. There exists By and b; with By |b;] < b such that E - M; :
cap[Bi]) and E + M,.P : by, and therefore there exists By and by with Ba|bg| <: by such that E + M : cap[Bs]
and E + P : by. We can thus infer first E - M;.Ms : cap[B;|B2]] and then E - (M;.M3).P : (By|Bz])|bo]-
But by employing the fact that “ | ” and “.” respect < (Lemma 4.7), we deduce that (B;|B2])|bo| =
Bq|Ba|bo]| < B1|b1] < b. This shows that we can derive the desired judgment E - (M;.M3).P : b. O

Lemma 7.5 Given behavior b, we can construct G implementing b.

Proof. The proof is by structural induction on b, where we perform a case analysis:
b = e. Choose some ¢ and let G = ({¢},¢, {¢},0); then Acc(G) = {e} = [¢].

b = put(c). (The cases b = get(c) and b = diss are similar.) Choose distinct ¢ and ¢ and let

G = ({ud}, 0. {da}, {(1, put(0), @)})-
Then Acc(G) = {put(c)} = [b].

b = fromnow(o). Choose some ¢ and let G = ({¢}, ¢, {¢},d) where 6 = {(¢, put(o),¢), (¢, get(o),¢)}. This clearly
does the job.

b = b1.by. Inductively we can construct automata GG; implementing b; and G» implementing b,. Let G; =
(Qj,15, F;,0;) for j = 1,2; wlog. we can assume that Q; and Q, are disjoint. We now construct G =
(Q,t, F,9) as follows:

Q = Q1UQ

L= u

F = FyU(if s € F» then F; else ()

0 = 6 UU{(q,a,q2) | ¢ € Fy and (12, 0a,q2) € 2}

We first prove that [b] is a subset of Acc(G). So let ¢tr € [b] be given. We can write tr = ¢ry © try with
try € [b1] and try € [b2]. Therefore try € Acc(G1) and tre € Acc(G>), implying that there exists ¢; € F} and
g2 € F5 such that (11, tr1,q1) € 07 and (19, tra, g2) € 65. We do a case analysis on ¢rs:

o If tro = o, then 1o = ¢ € F; implying F; C F and therefore ¢; € F. This shows the desired relation
tr € Acc(G), since from ¢ = ¢; and ¢r = t¢r; and §; C 6 we infer that (¢, tr, q1) € §*.

o If try takes the form aotrs, there exists ¢4 such that (12, a, ¢5) € d2 and (¢4, tr, ¢2) € d5. By construction
of 4, the former relation implies that (¢q1, a,¢3) € 6. Moreover, it clearly holds that (i1, tr1,q;) € 6*
and that (g5, trh,q2) € 6*. Therefore (u1,tr1 o (aotrh),q2) = (¢, tr,q2) belongs to 6*, which since
g2 € Fy C F implies the desired relation ¢r € Acc(G).

Next we prove that Acc(G) is a subset of [b]. So let tr € Acc(G) be given. That is, there exists ¢ € F such
that (¢, tr, q) € 6*. There are now two cases to consider:

e If ¢ € Fy then it is easy to see that (¢, tr,q) € 07. Thus tr € Acc(G1) = [b1]. Moreover, from the
construction of F we infer that 15 € F5, showing that e € Acc(G3) = [b2]. Therefore ¢r = ¢r o e belongs
to [b], as desired.
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e If ¢ € F, then it is easy to see that there exists ¢; € Q; and ¢» € Q» such that we can write ¢ =
tr1 o (a ¢ trq) with (11, tr1,q1) € 67 and (ge, tre,q) € 05 and (q1, a, ¢2) € 0, implying that ¢; € Fy and
that (co, a,g2) € d2. This shows that ¢r; € Acc(G1) = [b1], and that (i2, a ¢ tra, q) € 65 which amounts
to a o tro € Acc(G2) = [b2]. This establishes the desired relation ¢r € [b].

b = by | bs. Inductively we can construct automata GG; implementing b; and G, implementing by. Let G; =

(Qj,t5, Fj,0;) for j = 1,2. We now construct G = (Q, ¢, F, 6) as follows:

Q = 1 xQ
v = (t1,t2)
F = F1 X F2

§ = {((a1;92)s 0,(d1, @) | (q1,0,q7) € 61}
U {((Q1>q2)a a, (q17qé)> | (q27 a7q/2) € 62}

To reason about G, we first establish

(q1:tr1,q1) € 67 A (g2, tra,q5) € 65 N tr € {tri} || {tr2} = ((q1, 42), tr, (41, 43)) € 0™ (1

We prove (1) by induction on the length of ¢r. If ¢tr = e, then also tr; = ¢tro = e so ¢} = ¢; and ¢} = ¢» and
the claim is trivial.

If tr takes the form a ¢ ¢/, we can wlog. assume that there exists ¢r} such that try = a ¢ ¢} and tr' €
{tr1} || {tr2}. Thus there exists ¢f € Q; such that (q1, a,q;) € 01, implying ((q1,¢2), a, (¢{, ¢2)) € 0, and
(g{,tr,qy) € 07. The induction hypothesis tells us that ((¢{, ¢2),tr’, (g1, ¢5)) € ¢*, enabling us to arrive at
the desired relation ((q1, ¢2), tr, (¢}, ¢5)) € 0*.

Next we establish, also by induction on the length of ¢r, that

((q1592), tr, (91, q5)) € 6° == 3try,tra: tr € {tr1} || {tra} A(qu, tri,q1) € 67 A (g2, tra,q5) € 5. (2)

If tr = o, then ¢} = ¢; and ¢, = ¢g2. We can thus choose tr; = try = e.

If ¢r takes the form a ¢ tr/, then there exists ¢ such that ((q1, ¢2), a,q) € 6 and (q, tr', (¢}, ¢5)) € 6*. Wlog.
we can assume that there exists ¢5 such that ¢ = (¢1,¢%) and (g2, a,¢5) € d2. The induction hypothesis tells
us that there exists ¢y and ¢r5, with ¢’ € {¢r1} || {¢tr5} such that (q1, tr1,q¢}) € 07 and (¢4, tr), ¢5) € 5. Let
tro = a o try. Then clearly ¢r € {tr1} || {tr2} and (go, tre, ¢5) € 05, as desired.

We are now ready to embark on the proof that [b] = Acc(G). If tr € [b] there exists try and ¢ry with
tr € {tr1} || {tr2} such that tr; € [b1] = Acc(G1) and try € [bo] = Acc(Gz). There thus exists ¢; € F}
and ¢; € F» such that (1, tr1,q1) € 67 and (o, tra, g2) € d;5. By (1) we infer that (¢, tr, (¢1,¢2)) € 0*. Since
(g1,q2) € F, this shows that ¢tr € Acc(G). Conversely, assume that ¢r € Acc(G). Thus there exists (g1, ¢2) € F
such that ((¢1,t2), tr, (¢1,¢2)) € §*. By (2) we infer that there exists try, tro with ¢ € {¢r1} || {¢r2} such that
(Ll, trl,ql) € (5T and (LQ, t’f’g,gg) € (5; Since ¢; € F; and ¢» € F5, this shows that {r; € ACC(Gl) = [[bl]] and
that try € Acc(G2) = [b2], implying tr € [b] as desired. O

Theorem 8.1 Suppose that E€ - PY : TC, respectively E¢ = MY : W€, is derivable in the system of [10,
Sect. 3]. Then G(E®) - G(PY) : G(T), respectively G(E€) - G(M®) : G(WY), is derivable in our system.

Proof. The proof is by induction on the derivation (in the system of [10]), where we perform a case analysis
on the last rule applied and where we employ the following simple observations:

VTC e < G(TO) (3)
VT G(T) | G(T) < G(T°) 4
VTC : G(TC) | diss is safe )
VTC : (G(TC) | diss) ~ G(T). (6)
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(Exp n). Our assumption is that E¢ + n : W because E¢(n) = WC. But then (G(E®))(n) = G(WC),
implying the desired judgment G(E®) - G(n) : G(W ).

(Exp €). Our assumption is that E€ I ¢ : cap[T®]. We must prove that G(E®) F ¢ : cap[G(T°) | O], and,
since by (Exp ¢) we have G(EC) F ¢ : cap[O], it is sufficient to show that cap[0] <: cap[G(T°) | O] which
amounts to establishing (J <: G(T°) | O. But this follows since for all b we have, employing (3), that
Ol =b=c|b< G(TY) | b= (G(T) | D)[b].

(Exp .). Our assumption is that E¢ - ME . MS : cap[T] because EC - M{ : cap[T¢] and EC - M :
cap[T“]. By applying the induction hypothesis we infer that G(E®) - G(MF) : cap[G(T¢) | O] and G(E®) F
G(MY) : cap[G(T) | O], which by (Exp Action) yields G(EY) F G(ME).G(MS) : cap[G(TC) | (G(T) | O)].
An application of (Exp Subsumption) yields the desired judgment G(E®) F G(ME.MS) : cap[G(T°) | O]
provided we can establish G(T) | (G(T°) | O) < G(T°) | O which amounts to showing that for all b we
have G(T) | G(TC) | b<: G(T®) | b. But this follows from (4).

(Exp In). Our assumption is that EC F in MY : cap[T“] because EC ~ M® : amb[SY]. By applying
the induction hypothesis we infer that G(E®) F G(MY) : amb[G(S®)] which by (Exp In) yields G(E®)
in G(MY) : cap[O]. An application of (Exp Subsumption) yields the desired judgment G(E®) - G(in M) :
cap[G(T“) | O], provided we can show that O <: G(7“) | O. But this follows as in the case (Exp ¢).

(Exp Out). Similar to the case (Exp In).

(Exp Open). Our assumption is that £ I~ open M : cap[T“] because E€ - M® : amb[T“]. By applying the
induction hypothesis we infer that G(EY) - G(MY) : amb[G(T“)] which by (Exp Open) yields the desired
judgment G(E®) - G(open M€) : cap[G(T°) | OU].

(Proc Action). Our assumption is that E€ - M¢.PC : T¢ because E€ - M : cap[T°] and E€ - P¢ : T,
By applying the induction hypothesis we infer that G(EY) - G(MY) : cap[G(T) | O] and G(E®) - G(PY) :
G(T°), which by (Proc Action) yields G(EC) + G(M%).G(P®) : G(T)| G(T®). Using (4) and the rule
(Proc Subsumption), this yields the desired judgment G(E) - G(M®.PY) : G(T).

(Proc Amb). Our assumption is that E¢ = M[P] : S¢ because E€ + M : amb[T“] and E€ - PY : TC.
By applying the induction hypothesis we infer that G(E®) - G(M®) : amb[G(T°)] and G(E) - G(P°) :
G(T°), and therefore also G(EC) - G(PY) | coopen G(MY) : G(T®) | diss. Using (5) and (6) we can thus
apply (Proc Amb) to get the judgement G(EC) = G(M®)[G(PC) | coopen G(M®)] : ¢ which by (3) yields
G(EC) = G(ME[P]) : G(SO).

(Proc Res). Our assumption is that E€ F (vn : amb[T]).P¢ : S because E¢,n : amb[T¢] - P¢ : S¢. By
applying the induction hypothesis we infer that G(E),n : amb[G(T¢)] - G(PC) : G(S¢) which by (Proc Res)
yields G(EC) F (vn : amb[G(T)]).G(PC) : G(SC).

(Proc Zero). Our assumption is that E¢ I 0 : 7. We must prove that G(E®) - G(0) : G(T¢), but since
G(E®) F 0 : ¢ this follows from (3).

(Proc Par). Our assumption is that E¢ - P | Q¢ : T because E€ - P¢ : T and E¢ I Q° : T°. By apply-
ing the induction hypothesis we infer that G(E¢) - G(PY) : G(T°) and that G(E®) F G(Q®) : G(T), which
by (Proc Par) yields G(E€) F G(PY) | G(Q%) : G(TC) | G(T®). Using (4) and the rule (Proc Subsumption),
this yields the judgment G(EY) - G(P¢ | Q%) : G(T©).

(Proc Repl). Our assumption is that E¢ - !|PY : TC because EC - PC : T¢. By applying the induction
hypothesis we infer that G(EY) F G(PC) : G(T°), and due to (4) we can apply (Proc Repl) to infer the
desired judgment G(E®)  !G(P%) : G(T).

(Proc Input). Our assumption is that E€ & (ny : W, ... ,ny : WE).PC : x(WE, ... ,WE) because

EC ny W - ng c WEE PO x(WE,... ,WE).
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Let 0 = x(G(WE),...,GWE)), thus G(x(WE,... ,WE)) = fromnow(c). By applying the induction hy-
pothesis we infer that G(EY),ny : GWE), - ,ni : GWE) F G(PC) : fromnow(o) which by (Proc Input)
yields the judgement G(E®) F (ny: G(WE), -+ ,ni : GIWE)).G(PC) : get(o).fromnow(o). Since clearly
get(o).fromnow(o) <: fromnow(o), we can apply (Proc Subsumption) to arrive at the desired judgment

GEC)F G((n1 W, ... g : WE).PY) : G(x(WE,... ,WE)).
(Proc Output). Our assumption is that E€ = (M, ... ,ME) : x(WE,... ,WF) because for all i € {1...k}
we have E¢ - ME : WE. Let o = x(G(WF),... ,G(WE)), so that G(x (W, ... ,WE)) = fromnow(c). By

applying the induction hypothesis we infer that for all i € {1...k} it holds that G(E®) F G(MF) : G(WF)
which by (Proc Output) yields the judgement

G(E) F(G(MY), ... ,G(M)) : put(o).

Since clearly put(c) < fromnow(c’) we can apply (Proc Subsumption) to arrive at the desired judgment
GEC) FGUME, ... . MZ)) : G(x(W,... . W) O
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